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Preface

Setting up a masternode requires a basic understanding of Linux and blockchain
technology, as well as an ability to follow instructions closely. It also requires regular
maintenance and careful security, particularly if you are not storing your MOGs on a
hardware wallet. There are some decisions to be made along the way, and optional
extra steps to take for increased security.

What you will need

This guide assumes you are setting up a masternode for the first fime. You will need:

1000 MOGs

A wallet to store your MOG, either a hardware wallet or
Mogwaicoin Core wallet

A Linux server, preferably a Virtual Private Server (VPS)

This guide also assumes you will be working from a Windows computer. However,
since most of the work is done on your Linux VPS, alternative steps for using macOS or
Linux will be indicated where necessary.



Set up your VPS

A VPS, more commonly known as a cloud server, is fully functional installation of an
operating system (usually Linux) operating within a virtual machine. The virtual
machine allows the VPS provider to run multiple systems on one physical server,
making it more efficient and much cheaper than having a single operating system
running on the “bare metal” of each server. A VPS is ideal for hosting a Mogwaicoin
masternode because they typically offer guaranteed uptime, redundancy in the
case of hardware failure and a static IP address that is required to ensure you remain
in the masternode payment queue. While running a masternode from home on a
desktop computer is technically possible, it will most likely not work reliably because
most ISPs allocate dynamic IP addresses to home users.



First Step — Installing your Virtual Private Server(VPS)

We can choose your favorite VPS provider such as Vultr or Digital Ocean, but for this
example we will be using Vulir.

1. First create an account

2. Add credits

3. Then go to the Servers menu item on the left and click + to add a new server
4. Select alocation for your new server. See screen capture below.
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Figure 1 Vulir server location selection screen

5. Select Ubuntu 16.04 xé4 cs the server type. !

2 Server Type

64bitOS  32bit0S  Application  UploadISO  ISOLibrary ~ Backup  Snapshot

Cent0OS Garaos Debian

SELECT VERSION Stable x64 SFIECT VERSION
" FreeBSD

SELECT VERSION
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Wl windows
L1 ]

SELECT VERSION

Figure 2 Vultr server type selection screen

1 We use 16.04 instead of the latest version because 16.04 is an LTS release of Ubuntu,
which will be supported with security updates for 5 years instead of the usual 9

months. (18.04 x64 can also be used). 5




Select a server size offering at least 2GB of memory.

3 Server Size

20 GB SSD 25GB SSD 40 GB SSD 60 GB SSD
$2.50/mo $5/mo $10/mo $20/mo
$0.004/ $0.007/h $0.015/h $0.03/h
1CPU 1CPU 1CPU 2CPU
512MB Memory 1024MB Memory 2048MB Memory 4096MB Memory
500GB Bandwidth 1000GB Bandwidth 2000GB Bandwidth 3000GB Bandwidth
100 GB SSD 200 GB SSD 300 GB SSD
$40/mo $80/mo $160/mo
$0.06/h $0.119/h $0.238/h
4 CPU 6 CPU 8 CPU
8192MB Memory 16384MB Memory 32768MB Memory
4000GB Bandwidth 5000GB Bandwidth 6000GB Bandwidth

Figure 3 VUltr server size selection screen.

Enter a hostname and label for your server.
In this example we will use mogwaimnlas the hosthame.

Click Manage when installation is complete and take note of the IP address,
username and password.

Location: —— Amsterdam
IP Address:

Username:

Password:

Figure 4 Vultr server management screen.




Second Step- Set up your operating system

We will begin by connecting to your newly provisioned server. On Windows?, we will
first download an app called PUTTY to connect to the server.

1. Go to the PUTTY download page here and select the appropriate MSI installer
for your system.

Download PuTTY: latest release (0.69)

Lome | FAQ | Feedback | Licence | Updates | Mirors | Keys | Links | Team
Download: Stable - Snapshot | Docs | Changes | Wishlist

‘This page contains download links for the latest released version of PuTTY. Currently this is 0.69, released on 2017-04-
29.

When new releases come out, this page will update to contain the latest. so this is a good page to bookmark or link to.
ly, here is a permanent link to the 0.69 release.

Release versions of PUTTY are versions we think are reasonably likely to work well. However, they are often not the
most up-to-date version of the code available. If you have a problem with this release, then it might be worth trying out
the development snapshots, to sce if the problem has already been fixed in those versions.

-
Package files

You probably want one of these. They include all the PuTTY utilities,
(Not sure whether you want the 32-bit or the 64-bit version? Reg#the FAQ entry.)

MST (“Windows Tnstaller’)

32-bit: putty-0.69-installer.msi orby}l'l’ signature

Unix source archive

.tar.gz putty-0.69.tar.gz or by FTP (signature

e

Figure 5 PUTTY download page

2. Double-click the downloaded file to install PUTTY, then run the app from your
Start menu.

3. Enter the IP address of the server in the Host Name field and click Open.

#2 PuUTTY Configuration ? X

Category:

B Session [ L e BICTAR L
: - Logging

Specify the destination you want to connect to

Host Name {or IP address) Port

[ apress1ppuves [22 |
Connection type:

ORaw  OTIeinet ORlogn ®5

Load. save or delete 3 stored session
Saved Sessions

| Defautt Settings

Q | Delete

Close window oMyexit
(O Mways  (OWever (@ Only on clean exit

About Help Open Cancel

Figure 6 PUTTY main configuration page

2.0n Mac or Linux you can ssh directly from the terminal - simply type ssh root@<server_ip>
and enter your password when prompted.



4. You may see a certificate warning, since this is the first fime you are
connecting to this server. You can safely click Yes to trust this serverin the
future.

PuTTY Security Alert X

| WARNING - POTENTIAL SECURITY BREACH!
The server's host key does not match the one PuTTY has
cached in the registry. This means that either the
server administrator has changed the host key, or you
have actually connected to another computer pretending
to be the server.
The new ssh-ed25519 key fingerprint is:
ssh-ed25519 256 e1:b2:f6:64:bf:dc:b4:9a:ee:66:78:a5:05:0d:dd:e8
If you were expecting this change and trust the new key,
hit Yes to update PuTTY's cache and continue connecting.
If you want to carry on connecting but without updating
the cache, hit No.
If you want to abandon the connection completely, hit
Cancel. Hitting Cancel is the ONLY guaranteed safe
choice.

Figure 7 PUTTY security alert when connecting to a new server

Congratulations! You are now connected to your server and should see a
terminal window.

5. Begin by logging in to your server with the user and password supplied by
your hosting provider.

‘EE Sa BAY - PUTTY — O

Figure 8 Password challenge when connecting to your VPS for the first time



You should immediately change the root password and store it in a safe place for
security.

6.

10.

You can copy and paste any of the following commands by selecting them in
your browser, pressing Ctrl + C, then switching to the PUTTY window and
right-clicking in the window. The text will paste at the current cursor location:

passwd root

Enter and confirm a new password (preferably long and randomly
generated).

Next we will create a new user with the following command, replacing
<username> with a username of your choice:

adduser <username>

You will be prompted for a password. Enter and confirm using a new
password (different to your root password) and store it in a safe place. You will
also see prompts for user information, but this can be left blank.

Once the user has been created, we will add them to the sudo group so they
can perform commands as root:

usermod -aG sudo <username>

Now, while still as root, we will update the system from the Ubuntu package
repository:

apt update
This will download the necessary files needed for the update..

apt upgrade
The system will show a list of upgradable packages. Press Y and Enter to install
the packages.

We will now install a firewall (and some other packages we will use later), add
swap memory and reboot the server to apply any necessary kernel updates,
and then login to our newly secured environment as the new user:

apt install ufw python virtualenv git unzip pv
(press Y and Enter to confirm)

ufw allow ssh/tcp

ufw limit ssh/tcp

ufw allow 17777 /tcp

ufw logging on

ufw enable

(press Y and Enter to confirm)



fallocate -1 4G /swapfile
chmod 600 /swapfile
mkswap /swapfile
swapon /swapfile

nano /etc/fstab

11. Open the File and add the following line at the end of the file (press tab to
separate each word/number):

/swapfile none swap sw 0 0
Then press Chrl + X to close the editor, then Y and Enter save the file.

12. Then reboot the server:

reboot now
PUTTY will disconnect when the server reboots.

While this setup includes basic steps to protect your server against attacks, much
more can be done. In particular, authenticating with a public key instead of a
username/password combination, installing fail2ban to block login brute force

attacks, disabling root login and enabling automatic security updates is advisable.

More tips are available here.

However, since the masternode does not actually store the keys to any
Mogwaicoins, these steps are considered beyond the scope of this
guide.
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Send the collateral

A Mogwaicoin address with a single unspent tfransaction output (UTXO) of exactly
1000 MOG:s is required to operate a masternode.

Once it has been sent, various keys regarding the transaction must be extracted for
later entry in a configuration file as proof that the transaction was completed
successfully.

Mogwaicoin Core wallet

Generate a private key for the masternode

1. Open Mogwaicoin Core wallet and wait for it to synchronize with the network.

It should like this when ready:

&% Mogwai Core - Wallet — m] *
File Settings Tools Help

& send W Receive B Transactions £ vasternodes

Pending: 0.00 MOG

Immature:  968.50 MOG

)\ 12.06.2018 19:4% [+2600 MOG]
A MDEEWEEE | 5uvCRIHSBIEHIK 1 KUTfZ

Totak 98 187.97 MOG
% 12.06.2018 19:45 [+6.50 MOG]
B MN-MOY
PrivateSend AU .
% 12.06.2018 19:45 +6.50 MOG]
Status: Disabled s o MN-MO1
PrivateSend Balance: 0.00 MOG % 12.06.2018 18:44 +6.50 MOG
Amount and Rounds: 1 000 MOG / 2 Rounds Ed Bt M
% 12.06.2018 18:44 [+1
Start Moy % (MDESWEEE160VER3HSB3EHIK T U Tl 7o)

Figure 9 Fully synchronized Mogwaicoin Core wallet
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2. Click Tools > Debug console to open the console. Type the following two
commands into the console to generate a masternode key and get a fresh
address:

masternode genkey
getaccountadress 0

3. Generating a masternode private key in Mogwaicoin Core wallet.

5 Tools window - o X

Information ~ Console  NetworkTraffic  Peers  WalletRepai

A- A+ B

>

Figure 10 Debug console

Take note of the masternode private key and collateral address, since we will need it later.

Secure and backup your wallet.

4. The next step is to secure your wallet (if you have not already done so). First,
encrypt the wallet by selecting Settings > Encrypt wallet. You should use a
strong, new password that you have never used somewhere else.

Take note of your password and store it somewhere safe or you will be
permanently locked out of your wallet and lose access to your funds..

Next, back up your wallet file by selecting File > Backup Wallet.

Save the file to a secure location physically separate to your computer, since
this will be the only way you can access our funds if anything happens to your
computer.

12



Send funds for your masternode.

Now send exactly 1000 MOGs in a single transaction to the account address
you generated in the previous step. This may be sent from another wallet, or
from funds already held in your current wallet.

Once the transaction is complete, view the transaction in a blockchain
explorer by searching for the address.

You will need 15 confirmations before you can start the masternode, but you
can continue with the next step at this point already: installing Mogwaicoin
Core on your VPS.

13



Install Mogwaicoin Core on your VPS.

Mogwaicoin Core is the software behind both the Mogwaicoin Core GUI wallet and
Mogwaicoin masternodes. If not displaying a GUI, it runs as a daemon on your VPS
(mogwaid), controlled by a simple command interface (mogwai-cli).

1. Open PUTTY or a console again and connect using to your VPS server with
root user.

2. Make sure you are in root directory:
cd /root

3. Download installing script file

apt-get install wget -y
wget https://raw.githubusercontent.com/mogwaicoin/mogwai-doc/master/scripts/install_masternode.sh

4. Make the script executable

chmod 740 install_masternode.sh

5. Run the script to install.
./install_masternode.sh
Now it will take some fime. Wait until the following is printed to the console:
«Job completed successfullyy.
Open the config file:
a) Open the file with the editor
nano ~/.mogwaicore/mogwai.conf
b) Paste the Masternode Privatekey in after masternodeprivkey=

If externalip= with your ip is ont present, then add it.
Your mogwai.conf file on the vps should look like this

Figure 11 mogway.conf file on VPS
c) Save and close the file

CTRL+X > Y - ENTER

14



6. Remove the script

rm install_masternode.sh

7. You can now start running Mogwaicoin on the masternode to begin
synchronization with the blockchain:.

~/mogwai/mogwaid

You will see a message reading Mogwaicoin Core server starting.

15



Starting your masternode from Mogwaicoin Core

Identification de la transaction

If you used an address in Mogwaicoin Core wallet for your collateral
transaction, you now need to find the txid of the fransaction.
Click Tools > Debug console and enter the following command:

masternode outputs
This should return a string of characters similar to this:

{
"06e38868bb8f9958e34d5155437d009b72dff33fc28874c87fd42e51c0f74fdb" : "0",

}

The first long string is your transaction hash, while the last number is the index.

Masternode configuration file for Mogwai Coin core.

We now need to create a file called masternode.conf for this wallet in order to be
able to use it to issue the command to start your masternode on the network.

1. Click on Tools > Open Masternode configuration file.

2. Enter all of this information on a single line with each item separated by a
space, for example:

a. Label (nickname for your masternode)

b. IP and port: The IP address and port (usually 17777) configured in the
mogwai.conf file, separated by a colon (:)

c. Masternode private key: This is the result of your masternode genkey
command earlier, also the same as configured in the mogwai.conf file

d. Transaction hash and the Index: The txid we just identified using
masternode outputs.

Enter all of this information on a single line with each item separated by a space, for
example:

mastemade.conf - Bloc-notes - ]

Fichier Edition Format Affichage :
93haYBVUCY]EMeeH1YasBGLALQZEETYc1K64x1iqXLQZEELYc1KBAxX1| 1898deff1h15562vbej5F5F556dos13455435F5jF556d0543 @

masternode
nickname

IP and port

Figure 12 local masternode.conf file

3. Save and close the file.



To be able to see the masternode tab in the wallet, you will need to activate the
feature.

4. Click on Setftings > Options > Wallet tab
Check On Show Masternode Tab and Click OK to close the window.

Main  Wallet Network Window  Display
Expert
[ ] Enable coin control features

Show Masternodes Tab

[ ] Enable advanced PrivateSend interface

Figure 13 Options in wallet tap

5. Restart your wallet

Activate your masternode

Mogwaicoin Core will recognize masternode.conf during startup, and is now ready
to activate your masternode.

1. Go to Settings > Unlock Wallet and enter your wallet passphrase.
2. Then click Tools > Debug console again and enter the following command to
start your masternode (replace MNT with the label for your masternode):

masternode start-alias MN1

Confirm that it has been activated

At this point you can go back to your terminal window and monitor your masternode
by entering:

~/mogwai/mogwai-cli masternode status

You will probably need to wait around 30 minutes as the node passes through the
PRE_ENABLED stage and finally reaches ENABLED. Give it some time, the result should
appear as follows:

Figure 14 Terminal — confirmation that node is started
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CONGRATULATIONS!

You are now a proud owner of @
Mogwaicoin Masternode

For additional masternodes, just redo the steps detailed in this guide.
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